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I ntroduction
This Certificate Policy (Policy) defines Arizona s Digitd Signature Certificate Policy — Basic
Assurance Leve. This Policy isfor usein the Public Key Infrastructure (PKI1)* portion of the
State of Arizona s Electronic Signature Infrastructure (AESI)? as defined and managed by
Arizona s Policy Authority (PA). The Policy Specification portion of this document is
modeled after and complies with the Internet Engineering Task Force Public Key
Infrastructure X.509 (IETF PKIX) Part 4 Certificate Policy and Certification Practice
Statement Framework.

This document uses severa technica concepts associated with PKI technology. To become
familiar with the terminology used, we strongly recommend that you read the Electronic and

Digita Sgnature Definitions and Acronyms document before reading this one and then refer

to it as needed while reading this.

The security mechanisms provided by the AES! are not intended to be used alone for the
protection of classfied or sengtive information.

Policy Specification

Overview
The certificate policy defined in this document is intended for use by agencies and
departments of the State of Arizona and anyone having digital sgnature use with them. Users
of this document are to consult the issuing Certification Authority (CA) to obtain further
details of the specific implementation of this Certificate Policy (CP).

Parties that find the Certificate Policiesissued by the Policy Authority do not exactly meet
their needs should accept and use the closest less restrictive CP and create a binding
agreement between them that adds whatever additiona conditions they require. They may not
reduce or otherwise undermine the terms and conditions of the accepted CP. Relying Parties
rely on the stated CP being fully enforceable.

Thedigital Sgnature policies within this CP are for the management and use of Certificates
used for verification, authentication, integrity and key agreement mechanisms. For ingtance,
the Certificates issued under this policy could be used for verifying the identity of eectronic
mall correspondents or for remote access to a computer system, verifying the identity of
citizens or other legd entities, or protecting the integrity of software and documents.

The term “assurance’ is not intended to convey any representation or warranty as to 100%
avalability of CA sarvices offered within the AES). Such availability may be affected by
system maintenance, system repair or factors outside the control of the CA. The State of

L«A collection of certificates, with their issuing CA's, subjects, relying parties, RA's, and repositories, is referred
to asaPublic Key Infrastructure, or PK1.” from the IETF draft I nternet X.509 Public Key Infrastructure PKIX
Roadmap (draft-ietf-pkix-roadmap-02.txt)

2 taking libertieswith IETF's conception of PK1, AESI is Arizona's collections (note plural) of electronic signing
mechanisms and the entities and tools that support and provide the meansto validly use these mechanisms as

signatures.
PKI CP-Version 2.0
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Arizona has an active god of "5 9's™® but does not represent or warrant 100% availability
offered within the AES!.

Issuance of a Certificate under any of these policies does not imply that the Subscriber has any
authority to conduct business transactions on behdf of an organization.

The CA will be governed by the laws of the State of Arizona and any applicable Federd and
local law concerning the enforceability, condtruction, interpretation and vaidity of this
Certificate Policy.

The State of Arizonawill not enter into a cross certification agreement with a Certification
Authority not approved by the Policy Authority.

Policy overview
The Policy Object Identifier Designation for this Policy is registered under the Policy
Authority arc{ joint-iso-ccitt (2) country (16) us (840) state (3) AZ (04) EB (01) Secretary of
State (002) DO (02) Policy Authority (999)} as OO (00) id-AESI pki-certpcy-9gn-2 (002).
This policy has been designed to be used in certain Stuations and identifies specific rolesto
implement them. Certificate Authorities (CA), Loca Regidtration Authorities (LRAS),
Certificate Manufacturing Authority (CMA), Subscribers and Relying Parties al have specific
obligations which are outlined in this policy.

A CA may issue cross-certificates at thisleve of assurance and is obliged to inform
Subscribers which uses are intended within AESI. Any cross-certification to externd
organizations will only be done by and through the AESI’ stopCA.

A CA mug enaure that it associates itsdlf with, and uses, one Certificate and one CRL
repository for thistype of certificate. Certificates must be made available to Subscribers,

The appropriate use of this assurance level’ s certificates and keys is for Sgning documents
that, if compromised, could cause minima injury to the interests of the State of Arizona

The State of Arizonadisclamsal liability for any use of thistype of certificate other than

uses permitted within this document. The State of Arizonalimitsitsligbility for permitted uses
to $5,000 per instance of use.

Any disputes concerning key or certificate management under this policy are to be resolved by
the Parties concerned using an gppropriate dispute settlement mechanism (i.e. through
negotiation, mediation or arbitration).

Certificates may be issued under this policy following authentication of a Subscriber's identity.

| dentification and authentication will be in the manner st out in this policy.

A CA will revoke certificates in the circumstances enumerated in this policy.

3 59's(five nines) refersto agoal of 99.999% uptime, that is, the system is accessible 99.999% of the calendar

year. _
PKI CP-Version 2.0
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A CA isrequred to maintain records or information logs in the manner described in this
policy.

A CA should enaure that critica CA functions are performed by at least two individuas.

Digita sgnature keys must not be backed- up or otherwise stored. Keys may have avaidity
period asindicated in this palicy.

This CP does not alow the ability to recover any private key. The private key isin the sole
possession of the subscriber. Applications that require recoverable encrypted messaging will
employ a CP defining confidentidity with key recovery for encryption only. Such applications
may aso usethis CP, but only for a separate el ectronic signature and as long as there is no
mingling of the two types of Certificates in arepostory. Certificates based on this Certificate
Policy rely on the Subscriber's sole possession to assert the right of Non-Repudiation and must
not be mingled with any Certificates that allow recovery and thereby breek the criteriaof sole

possession.

No persond information collected by a CA may be disclosed without the Subscriber's consent
unless required by law. The CA may not sdl any information under any circumstance that is
not specificaly alowed by this CP.

CA activities are subject to inspection by the PA and agents of the PA.

Identification

alphanumeric OID
id- AESI pki- certpcy- digita Signature- basicAssurance ::= { id-AESIpki-certpcy-ggn-2 }

Certificate Types
The following certificate types and OlDs will be recognized for use within the ESl established
by this Certificate Policy (OID 2.16.840.3.04.01.002.02.999.00.002). The certificate types
listed below — Basic, Medium and High — vary depending on the method of identifying the
Signer, the method for linking the Signer to the Certificate and the processes for assuring the
Integrity of the Record. The ESl dectronic signature level (Basic, Medium, High) is
determined from the matrix of trust levelsin section 2. The Certificate assigned should support
the highest trust level required among the categories: Signer Identification, Sgner Linkage to
Signature, and Signature Linkage to the Integrity of the Record. Each leve of Certificate
subsumes the level(s) beow it. All Certificates issued under this Certificate Policy will contain
the OID listed below in the Certificate Policies fild of the Certificate:

Basc Trugt Sgning Certificate OID is: 2.16.840.3.04.01.002.02.999.00.002.01.01

Medium Trugt Sgning Certificate OID is 2.16.840.3.04.01.002.02.999.00.002.01.02

High Trust Signing Certificate OID is 2.16.840.3.04.01.002.02.999.00.002.01.03

Community and applicability
The State of Arizona s Electronic Signature Infrastructure (AES!), and consequently, its
Public Key Infrastructure (PK), is managed by the Office of the Secretary of State serving as
the Policy Authority (PA) in accordance with gppropriate Statute and Administrative Rules.

PKI CP -Version 2.0
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This Electronic Signature Infrastructure (ESl) is designed to enable the use of ectronic
sgnatures as the equivadent of handwritten signatures. This requires asmilar range of
protections of the authenticity and verification as a handwritten Sgnature on a physica
document. It also requires, given its nature, additional protections that the sgner cannot
repudiate their Sgning later. This Policy describes a bounded public key infrastructure within
AESI.

241 Certification Authorities (CAS)
This Palicy is binding on each Approved CA that issues certificates that identify this Policy,
and governs the CA's performance with respect to all certificates the CA issues that reference
this Policy. Specific practices and procedures by which the CA implements the requirements
of this Policy shdl be sat forth by the CA in a certification practice statement ("CPS") or other
publicly available document.

A CA operating under this palicy is respongble for the cregtion and Sgning of:
. Certificates binding Subscribers, PKI personnel and (where permitted) other
CAswith their sgnature verification keys,
promulgeating certificate Satus through CRLS, and
ensuring adherence to this Certificate Policy.

All Subscribers shall use CAs approved by the Policy Authority. Should a state Agency use a
contractor to provide CA services, the Agency will remain responsible and accountable for the
operation of its CA.

ThetopCA of AES PKI isthe CA governed directly by the PA (or designated as such by the
PA). All other CAs are required to supply al repository and CRL information to it while they
operate independent of it. AESI PKI Agency Level CAswill cross-certify only with the
topCA.. A cross-certification must be in accordance with the selected Certificate Policy and
any additiona requirements determined by the PA.

All cross-certification between AESI CAs and nonrAESI CAs will be done through the topCA
pursuant to indructions from the PA. Any agreements made with other CAs must be
documented and have gpplicable disclaimers made available to Subscribers.

A CA may issue cross-certificates to other AESI CAs where expresdy authorized by the PA.

2.4.2 CAsAuthorized to Issue Certificates under this Policy
A CA may issue certificates thet identify this Policy only if such CA firg qudifiesasan
Approved CA by:
a) entering into an agreement with the Policy Authority, for the benefit of all
Qudified Relying Parties, to be bound by, and comply with, the undertakings and
representations of this Policy, with respect to the class of certificates that are issued
with reference to this Policy, and
b) being approved by the Policy Authority, following successful completion of the
compliance audit specified herein, areview of its CPS, and satisfaction of the
insurance requirements specified herein.

PKI CP -Version 2.0
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24.6

24.7

Registration Authorities and Certificate Manufacturing Authorities
The role and functions of the Regigtration Authority (RA) shdl be performed by each
Approved CA. An Approved CA may subcontract Regidration Authority functions to third
party RAswho agree to be bound by this Policy, but the Approved CA remains responsible for
the performance of those services in accordance with this Policy and the requirements of its
AES Contract.

Therole and functions of the Certificate Manufacturing Authority (CMA) shall be performed
by each Approved CA. An Approved CA may subcontract CMA functionsto third party
CMAswho agree to be bound by this Policy, but the Approved CA remains responsible for
the performance of those services in accordance with this Policy and the requirements of its
AES| Contract.

Local Registration Authorities (LRAS)
An LRA operating under this certificate policy is responsble for dl duties assgned to it by the
CA.

An LRA may perform duties on behdf of more than one CA, providing that in doing so it
satisfies dl the requirements of this CP.

Repositories
The Repository’srole and functions shall be performed by each Approved CA. An Approved
CA may subcontract performance of the Repository functions to athird party Repository who
agrees to be bound by this Policy, provided that such subcontractor is approved in advance by
PA, but the Approved CA remains responsible for the performance of those servicesin
accordance with this Policy and the requirements of its PA Contract.

Subscribers

A CA may issue Certificates that reference this Policy to the following classes of subscribers.
individuds (unaffiliated)
individuas associated with a sponsor recognized by the CA ("affiliated individuds'),
provided the sponsor is the Subscriber of avalid Certificate issued by the CA in
accordance with this Policy.
organizations that quaify aslegd entities provided that responsibility and
accountability is attributable to an designated living agent for the organization.
government agencies provided that respongbility and accountability is attributable to
an desgnated living agent for the agency.

Subscribers may dso be issued Certificates for assgnment to devices or applications provided
that responsibility and accountability is attributable to the subscriber.

Relying parties
This Policy isintended for the benefit of the following persons who may rely on Certificates
issued to others that reference this Policy (Qualified Relying Parties):

State government agencies that specify this Policy by regulation

Federa and other government agencies that specify this Policy by regulation

PKI CP -Version 2.0
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Businesses that agree to accept AESI Certificates and agree to be bound by the terms
of this Policy regarding those Certificates.
Individuas that agree to accept AESI Certificates and agree to be bound by the terms
of this Policy regarding those Certificates.

24.8 Policy applicability
This Certificate Policy is suitable for the integrity and authentication of business transactions
within the originator’ s gpprova limits and such that the falsfication of the transaction would
cause only minor financid loss or require only adminigrative action for correction.

24.9 Approved and prohibited applications
Certificates that reference this Policy are intended to support verification of digita sgnatures
in gpplications where the identity of communicating parties needs to be authenticated, where a
message or file needs to be bound to the identity of its originator by a Sgnature, and/or where
the integrity of the file or message has to be assured.

2491 Approved Applications
Certificates that reference this Certificate Policy may be used for any purpose authorized by
regulations adopted by Qualified Relying Parties unless they diminish the provisons of the
Cetificate Policy or are specificdly prohibited by agreements among the ESI Signers and
Relying Parties.

2492 Prohibited Applications
Certificates that reference this Policy may not be used for any gpplication requiring fail- safe
performance such as the operation of nuclear power facilities, air traffic control systems,
arcraft navigation systems, weapons control systems or any other system whose failure
could lead to injury, death or environmenta damage.

Certificates that reference this Policy should not be used for transactions where the per
use val ue exceeds $25,000.00

2.4.10 Contact details
This Policy isadministered by the Policy Authority:
State of Arizona
Office of the Secretary of State
1700 W. Washington
Phoenix, Arizona 85007

24.101 Policy Authority contact person:
Michael Totherow
Phone number: 602.542.6170
E-mail address. pa@mail.sosaz.com

24.10.2 Contact person determining CPS suitability for this Policy:
Michael Totherow
Phone number: 602.542.6170
E-mall address. pa@mail.sosaz.com
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3 General Provisions

31 Obligations

311 CA obligations
The CA isresponsble for dl agpects of the issuance and management of a certificate,
including control over the gpplication and enrollment process, the identification and
authentication process, the actud certificate manufacturing process, publication of the
certificate, suspension and revocation of the certificate, and renewd of the certificate, and for
ensuring that al aspects of the CA Services and CA operations and infrastructure related to
certificates issued under this Policy are performed in accordance with the requirements,
representations, and warranties of this Policy.

The CA will operate in accordance with its CPS, this Certificate Policy, and the laws of
Arizonawhen fulfilling these obligations. The CA will ensure that al LRAS operating on its
behaf will comply with the relevant provisions of this CP concerning the operation of LRAS.
The CA will take al reasonable measures to ensure that Subscribers and Relying Parties are
aware of their respective rights and obligations with respect to the operation and management
of any keys, Certificates or End-Entity hardware and software used within the ES.

3111 Representations By CA

By issuing a certificate that references this Policy, the CA certifies to the subscriber, and to dl

Qudified Relying Parties who reasonably and in good faith rely on the information contained

in the certificate during its operationa period and in accordance with this Policy, that:

(8 The CA hasissued, and will manage, the certificate in accordance with this Policy

(b) The CA has complied with the requirements of this Policy and its gpplicable CPS when
authenticating the subscriber and issuing the certificate

(c) Thereare no misrepresentations of fact in the certificate known to the CA, and the CA has
taken reasonable steps to verify additiond information in the certificate unless otherwise
noted in its CPS

(d) Information provided by the subscriber in the certificate gpplication for indlusonin the
certificate has been accuratdly transcribed to the certificate

(&) The certificate meets dl materid requirements of this Policy and the CA’s CPS

3112 Time between certificate request and issuance
Thereisno gtipulation for the period between the receipt of an gpplication for a Certificate and
the generation of the Entity’ s key materid.

The CA must enaure thet the period for which the Entity has to complete itsinitidization
process is no longer than five working days.

312 Registration Authorities (RA) and Certificate Manufacturing Authorities (CMA)
Obligations
The CA shdl be responsible for performing al identification and authentication functions and
al cetificate manufacturing and issuing functions. However, the CA may ddlegate
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3.1.3

314

3.15

performance of these obligations to an identified Registration Authority (RA) and/or
Certificate Manufacturing Authority (CMA) provided that the CA remains primarily
responsible for the performance of those services by such third parties in amanner consistent
with the requirements of this Policy.

Repository Obligations
The topCA shall be responsible for providing any globa certificate and CRL repository that
includes al state employees and agents. The PA has discretion to relax this respongibility if it
is not redistic. However, the PA retains the authority to require the topCA to fully meet this
respongbility at alater time. This repository should be in the form of one or more directories
that comply with the State of Arizona s X.500 related standards.

A CA shal be responsible for ensuring that there is at least one certificate and CRL repository
associated with it in addition to that of the topCA. The CA may delegate performance of this
obligation to an identified Repository Services Provider (RSP), provided that the CA remains
primarily responsible for performance of those services by such third party in a manner
congstent with the requirements of this Policy. The CA shdl use repositories that meet or
exceed the State of Arizona s X.500 related standards. The PA retains the right to require the
CA to additionaly support the globd certificate and CRL repository maintained by the topCA.

L RA obligations (L RA duties)
Should the PA dlow a CA to use LRAS, then the CA must ensure that al its LRASs comply
with al the relevant provisions of this CP and the CA’s CPS. The CA shall continue to be
responsible for any matters delegated to an LRA.

A CA isrespongble through its LRA personnd to bring to the attention of Subscribersal
relevant information pertaining to the rights and obligations of the CA, LRA and Subscriber
contained in this CP, the Subscriber agreement, if applicable, and any other relevant document
outlining the terms and conditions of use.

LRA Adminigtrators must be individualy accountable for actions performed on behdf of the
CA. (There must be evidence that attributes an action to the person performing the action for it
to be individualy accountable.) Records of al actions carried out in performance of LRA
duties must identify the individua who performed the particular duty.

The LRA isnot required to notify a Relying Party of the issuance or revocation of a certificate.

Subscriber Obligations

In al cases, the CA shdll require the Subscriber to enter into an enforcesble contractual

commitment for the benefit of Qudified Relying Parties obligating the Subscriber to:

(a) activate akey par usng atrustworthy system, and take reasonable precautions to prevent
any loss, disclosure, or unauthorized use of the privete key

(b) acknowledge that by accepting the Certificate the Subscriber is warranting that dl
information and representations made by the Subscriber that are included in the
Certificate are true

(¢) usethe Cetificate excdlusvey for authorized and legal purposes, consstent with this
Policy
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3.16

3.1.7

(d) request the CA to revoke the Certificate promptly upon any actua or suspected
compromise of the Subscribers private key

Relying Party Obligations
A Quadlified Relying Party has aright to rely on a Certificate thet references this Policy only if
the Certificate was used and relied upon for lawful purposes and under circumstances where:
(@) therdiance was reasonable and in good faith in light of al the circumstances known to the
Relying Party at the time of reliance
(b) the purpose for which the Certificate was used was gppropriate under this Policy
(c) the Relying Party checked the status of the Certificate prior to reiance and it was valid.
Rdiance in the case of an inability to check the status shdl be governed by any contract
between the parties and by applicable Satute.

Policy Authority Obligations
The Policy Authority is responsble for the terms of this Policy and its adminigtration.

3.2 Requirements

321

Anissuing CA will ensure that its practices and actions (including certification and repository
services, issuance and revocation of certificates, and issuance of CRLS) arein accordance this
CP. It will take reasonable efforts to ensure that al LRASs and Subscribers will know and
follow the requirements of this policy when deding with any certificates containing this
policy’s OID or the associated keys.

Financial Responsibility

Anissuing CA shdl meet the greater of the responsibilities outlined here or those established
in another CP theissuing CA is approved for, that is, the CA isto meet the grester set of
respongbilities not the sum of the respongibilities.

3.21.1 Surety Bond

An issuing Certification Authority shal obtain abond issued by a surety company authorized
to do businessin Arizona. Copies of the bond shall be filed with the Treasurer and with the
Secretary of State. The amount of the bond shall not be less than twenty-five thousand dollars
($25,000 US). The bond shal bein favor of the State of Arizona. The bond shdl be payable
for any pendties assessed by the Secretary of State acting as the Policy Authority pursuant to
any losses the State encounters resulting from a Certification Authority's conduct subject to
the Electronic Signature Act or arising out of aviolation of the Hectronic Signature Act or any
Rule promulgated thereunder.

This bond shall aso be part of any assessment of charges for the transfer and continuation of
sarvices (e.g. Repositories) should the Certification Authority or any agent be unable to
continue providing any service as required by this Certificate Policy or any related agreement.

Agencies contracting with for-profit Certificate Authorities may incorporate additional
bonding requirementsin any contract for services with a Certification Authority.
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3212

3213

Insurance
An issuing Certification Authority shal obtain indemnity insurance coverage (e.g. "errors and
omissions,” "cyber coverage" or Smilar coverage) to protect subscribers, relying parties and
the State for any losses resulting from the Certification Authority's conduct of activities
subject to the Electronic Signature Act or arising out of aviolation of the Electronic Signature
Act, any Rule promulgated thereunder or any contractua agreement between the issuing CA
and the Policy Authority or other agent of the state of Arizona. Indemnity coverage shall be
obtained and maintained in the amount of not less than one hundred thousand dollars
($200,000 US) per occurrence and not less than one million dollars ($1,000,000 US) for Al
occurrences. Certificates of insurance acceptable to the State of Arizona shall be issued and
delivered prior to Certification Authority approva and the certificates shal identify this CP
and include certified copies of endorsements aong with a provision that coverages afforded
will not be canceled without 60 days prior written notice to the Policy Authority.

Thisinsurance shall dso cover any assessment of charges for the transfer and continuation of
sarvices (e.g. Repositories) not covered by the surety bond should the Certification Authority
or any agent be unable to continue providing any service as required by this Certificate Policy
or any related agreement. All coverages, conditions, limits and endorsements shdl remainin
full force and effect as required to act as an approved Certification Authority.

Anissuing Certification Authority shal provide annud evidence of having thisinsurance in
full force and effect.

Agencies contracting with for-profit Certificate Authorities may incorporate additional
insurance requirements in any contract for services with a Certification Authority.

Consequences of failure to meet Financial Responsibilities
Thefalure of a Certification Authority to continuoudy maintain this surety bond and
indemnity insurance coverage shdl congtitute amateria breach of contract upon which the
State may immediately suspend or terminate approva to issue certificates and may dso be the
basisfor revocation or suspension of the Certification Authority's approva to conduct
activities for certificates previoudy issued under this CP.

Any decision by the State to not take such stepsin full and immediate measure in the event of
abreach of contract does not preclude the State taking such steps later in the case of the same
breach of contract or in the case of alater breach of contract.

3.3 Disclaimersof warrantiesand obligations

The State of Arizona assumes no liability whatsoever in relation to the use of AESI
Certificates or associated public/private key pairs for any use other than in accordance with
this CP and any other explicit agreements.

The State of Arizona, its employees and agents makes no representations, warranties or
conditions, express or implied other than as expresdy stated in this CP or in any other officid
document.

3.4 Liability

A CA isresponsble to Qudified Relying Parties for direct damages suffered by such Relying
Parties that are caused by the fallure of the CA to comply with the terms of this Policy, and
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35

351

352

353

sustained by such Relying Parties as aresult of reliance on a Certificate in accordance with
this Policy, but only to the extent that the damages result from the use of Certificatesfor a
suitable applications listed as defined in this CP.

Except as expresdy provided in this Policy and in its CPS, CA disclams dl other warranties
and obligations of any type, including any warranty of merchantability, any warranty of fitness
for aparticular purpose, and any warranty of accuracy of information provided.

Interpretation & Enforcement

Governing Law
The enforceahiility, congtruction, interpretation, and vaidity of this Policy shal be governed
by the laws of the State of Arizona and the United States of America

Sever ability, survival, merger, notice
Any CA, or agent of aCA, shall ensure that any of its agreements will have agppropriate
provisions governing severability, surviva, merger or notice.

Any CA or agent of a CA shdl have PA approva of its provisons governing severability,
surviva, merger or notice before beginning operation within AES and shdl gain approva of
any amendment to those provisons before such amendment can take effect.

Dispute Resolution Procedures
Each CA shdl ensure that any agreement it entersinto provides gppropriate dispute resolution
procedures.

3.6 Fees

CA ghdl not impose any fees on the reading of this Policy or its CPS.

CA may charge the Subscriber access fees on Certificates, Certificate Status information, or
CRLSs, subject to agreement between the CA and Subscriber and in accordance with afee
schedule published by the CA inits CPS or otherwise publicly available.

3.7 Publication & Repositories

371

Publication Of CA Information

Each Approved CA shal cause the operation of a secure on-line Repogitory thet is available to
Quadified Relying Parties and that contains (1) issued Certificates that reference this Policy,

(2) aCetificate Revocation List ("CRL") or on-line certificate status database, (3) the CA’s
Certificate for its Sgning key, (4) past and current versions of the CA’s CPS, (5) a copy of this
Policy, and (6) other rlevant information relaing to Certificates that reference this Policy.
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3.7.2 Frequency of Publication
All information to be published in the Repository shal be published promptly after such
information is available to the CA. Certificatesissued by the CA that reference this Policy will
be published promptly upon acceptance of such Certificate by the Subscriber.

3.7.3 Access Controls
The Repository will be avallable to Qudified Relying Parties on abassthat is stipulated by
the Policy Authority when gpproving the CA for this CP and the CA’ s then current terms of
access under the corresponding CPS. CA shdl not impose any access controls on this Policy,
the CA’s certificate for its signing key, and past and current versions of the CA’s CPS. CA
may impose access controls on Certificates, certificate status information, or CRLs & its
discretion, subject to agreement between the CA and Subscriber, in accordance with
provisons published in its CPS or otherwise.

3.8 Compliance Audit
The Policy Authority shdl outline specific requirements for a compliance audit. These
requirements will conform to any statutory or regulatory requirements of the State of Arizona

Beforeinitia approval as an Approved CA, and thereafter deemed necessary by the PA, the
CA (and each RA, CMA, and RSP, as gpplicable) shal submit to a compliance audit by an
independent nationaly recognized security audit firm that is gpproved by the Policy Authority
as being qudified to perform such an audit and that has sgnificant experience in the
gpplication of PKI and cryptographic technologies. The purpose of such audit shal beto
verify that the CA and its ddegated parties have a system in place:

to assure the qudity of the CA services provided,

that the CA complieswith dl of the requirements of this Policy and its CPS, and

that assuresthe CA's CPS is consistent with the requirements of this Policy and any related

agreement with the PA.

3.9 Confidentiality Policy
Information regarding subscribers that is submitted on gpplications for Certificates will be kept
confidentia by the CA and shadl not be released without the prior consent of the Subscriber,
unless otherwise required by law. This does not apply, however, to information appearing on
certificates.

3.10 Intellectual property rights
No stipulation.

4 |dentification And Authentication

4.1 |Initial Registration
Subject to the requirements noted below, Certificate gpplications may be communicated from
the gpplicant to the CA or an RA, (and authorizations to issue certificates may be
communicated from an RA to the CA),
eectronicdly viaE-mail or aweb site, provided that al communication is secure,
such asby usng SSL or asmilar security protocol,
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411

4.1.2

4.1.3

4.1.4

4.1.5

4.1.6

by first classU.S. mail, or
in person.

Types of Names
The subject name used for certificate gpplicants shal be a unique X.509 Digtinguished Name
(DN).

Name M eanings

The subject name listed in a Certificate must have a reasonable association with the
authenticated name of the Subscriber. In the case of individuas this should be a combination
of firsg name and/or initids and surname. In the case of an organization the name should
reflect the legd name of the organization and/or unit.

A Certificate that refersto arole or pogtion shal aso contain the identity of the person who
holds that role or postion.

Any Certificate issued for a device or gpplication shall, within the DN, include the name of the
person or organization responsible for that device or gpplication.

Rules For Interpreting Various Name Forms
No dtipulation.

Name Uniqueness

The subject name listed in a Certificate shal be unambiguous and unique for dl certificates
issued by the CA. and conform to X.500 standards for name uniqueness. If necessary,
additiona numbers or |etters may be appended to the read name to ensure the name's
uniqueness within the domain of certificates issued by the CA.

No wildcard name forms are dlowed. Each name shdl be unique and for asingle unique
ertity.

Verification of Key Pair

The CA shdl establish that the gpplicant isin possession of the private key corresponding to
the public key submitted with the gpplication in accordance with an appropriate secure
protocol, such asthat described in the IETF PKIX Certificate Management Protocol .

Authentication of Organization
When a CA receives a certificate gpplication from an organization, it shall conduct an
mdependent investigation in order to determine whether:
The organization legdly exists and conducts business at the address listed in the
certificate gpplication.
An Affiliated Individua who is aduly authorized representative of the organization
named therein Sgns the certificate gpplication.
The information contained in the certificate application is correct.

PKI CP-Version 2.0
09/07/01 5:51 AM Page 13



In conducting its review and investigation, the CA shdll review officia government records
and/or engage the services of areputable third party vendor of business information to provide
vaidation information concerning each organization goplying for a certificate, including lega
company name, type of entity, year of formation, names of directors and officers, address,
telephone number, and good standing in the jurisdiction where the applicant isincorporated or
otherwise organi zed.

The CA will keep arecord of the type and details used for verifying identity.

The Affiliated Individud who signed the certificate application, or their authenticated
designee, will beissued a Medium or High certificate in amanner consstent with this CP and
CP addendum. All Affiliated Individua certificates issued thereefter will be authenticated in a
manner consistent with this CP and CP and within an authorization chain connecting to this
initid authenticated affiliate of the organization.

4.1.7 Authentication of Individual -- No Affiliation

4.1.7.1 Identification
In authenticating an unaffiliated individua gpplicant, the CA or RA shdll require proof of
identity as defined in the following section Satisfactory Evidence of | dentity.

Copies of the identification used to establish the subscriber's identity shall be initided by the
CA or RA upon acceptance and archived.

4.1.7.2 Investigation And Confirmation
No Stipulation

4.1.7.3 Personal Presence
Authentication of an unaffiliated individua requires that the gpplicant must either (1)
persondly present himself or hersdf to a CA or RA to be authenticated prior to certificate
issuance, or (2) securdly ddliver signed and notarized copies of the requisite identification to
the CA or the RA (in which case, electronic procedures may be used thereafter). Where the
applicant delivers notarized copies of idertification to the CA or RA, authentication of such
identification will be confirmed through the use of a shared secret (such asaPIN number) that
is separately communicated in a trustworthy manner to the gpplicant and included with the
documents delivered as part of the certificate application process.

4.1.8 Authentication of Individual — Affiliated Certificate

4.1.8.1 Identification
The CA may establish a trustworthy procedure whereby a sponsoring organization that has
been authenticated by the CA and issued a certificate may designate one or more Responsible
Individuals, and authorize them to represent the Sponsoring organization in connection with
the issuance and revocetion of certificates for affiliated individuas. The CA may rely ona
designated Responsible Individua appointed by the sponsor to properly authenticate the
individual applicant (provided that the CA has previoudy authenticated the sponsor as an
organization and the Respongble Individud as an unaffiliated individud, in accordance with
this Policy). The Responsible Party shal require proof of identity as defined in the following
section Satisfactory Evidence of Identity.
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In the absence of the foregoing procedure, &ffiliated individuas shal be authenticated in the
same manner as unaffiliated individuas

4.1.8.2 Authentication Confirmation Procedure
Authentication of the individual may be confirmed through the use of a shared secret (eg. a
PIN number) that is distributed to the gpplicant by atrustworthy communication method not
used for digital Sgnatures. The shared secret may be distributed directly or through the
sponsor as part of the certificate enrollment process.

4.1.8.3 Personal Presence
Applicants that are affiliated with an Approved sponsor can be authenticated through an
eectronicaly submitted application, based on an gppropriate agreement with the sponsor, the
goprova of adesgnated Responsible Individua, and the distribution of PIN numbers or a
amilar security device.

4.1.8.4 Dutiesof Responsible Individuals
The Respongble Individud represents the sponsoring organization with respect to the issuance
and management of certificates. In that capacity he or sheis respongble for properly
indicating which subscribers are to receive Certificates.

4.1.9 Authentication of devicesor applications
An gpplication for adevice or gpplication to be an End-Entity may be made by an approved
Subscriber for whom the device s or application’s Signature is attributable for the purposes of
accountability and respongibility.

| dentification and authentication of the gpplicant must follow this Policy’ s requirements as if
the Subscriber was gpplying for the Certificate on its own behdf.

The device Certificate will be revoked if the Subscriber's Certificate is revoked. Thistype of
certificate can only beissued by a CA that can assure accomplishment of such revocation.

4.2 Renewal Applications (Routine Rekey)
Within three months prior to the scheduled expiration of the operationd period of a Certificate
issued following authentication under this Policy, a Subscriber may request issuance of anew
Certificate for anew key pair from the CA that issued the origina Certificate, provided the
origina Certificate has not been suspended or revoked. Such arequest may be made
eectronicdly viaadigitaly sgned message based on the old key pair in the origina
Certificate.

Renewd of an dfiliated individud shdl require verification that the affiliation dill exigs
Such verification of ffiliation shal be the same as whét is required for anew gpplication.

4.3 Rekey After Revocation
Revoked or expired Certificates shal not be renewed. Applicants without avaid Certificate
from the CA that references this Policy shal be re-authenticated by the CA or RA on
certificate gpplication, just as with afird-time gpplication.
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4.4 Satisfactory Evidence of Identity
Each sgning community will need to evauate the levels of risk associated with their sgning
processes and associate those risks to a framework that defines three levels of trust in
evauating authenticity, rdiability, and integrity of signed eectronic records. Each of these
trust levels should be tied to the potentid risk involved in and levels of security for the highest
risk type of transaction. The trust levels defined are as follows:

Basic - Thisleved provides abasic leve of assurance relevant to transactions where
there are risks and consequences of data compromise, but they are not considered to be
of mgor sgnificance. This may include access to private information where the
likelihood of malicious accessisnot high. 1t isassumed at this security level that users
are not likely to be maicious.

Medium - Thisleve isrdevant to environments where risks and consequences of data
compromise are moderate. This may include transactions having substantial monetary
vaue or risk of fraud, or involving access to private information where the likelihood

of maicious access is subgtantid.

High - Thislevd is appropriate for use where the threats to data are high, or the
consequences of the failure of security sarvices are high. Thismay include very high
vaue transactions or high levels of fraud risk.

This policy will identify appropriate implementations for basc, medium, and high trust levels
asfar as how the:

Sgner isidentified.

Signer islinked to the Sgnature.

Sgnatureislinked to the integrity of the record.

4.4.1 Signer Identification

Signer identification refers to the method by which an individua isidentified and authorized

to use aparticular dectronic Sgnature method. Signer identification is independent of the
sgnature or records cregtion technology being employed. However, it is criticd to the leve of
trust that can be attributed to a signed record because the more robust or stringent the method
of identification and authorization the more assurance that the signature has been authorized
for use by the person who he or she purports to be. The identification and authentication
methods for each level of trust are displayed in the table below.*

Basc - A government entity, its agent or an gppropriate individual licensed by a
government entity (e.g., notary) as being authorized to confirm identities
has for the purposes of issuing or authorizing an dectronic signature
compared the identity of the individua with two pieces of identification
(copiesor originds). At least one of these must be a government issued
identification containing a photograph (e.q., driver’ s license, nor-driver

* The Policy Authority reserves the right to establish a higher standard for any particular signing process than is

established here.
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4.4.2

identification, passport); or

A sponsoring government entity or its agent has compared trusted
information in a data base with user-supplied information (obtained
and/or checked electronicaly, through other trusted means (such asthe
U.S. mall), or in-person; or

By attestation of a supervisor, or administrative or information security
officer, or an individual certified or licensed by a government entity as
being authorized to confirm identities (e.g., notary) who uses a stamp,
sedl or other mechanism to authenticate their identity confirmation.

Medium - A government entity, its agent or an appropriate individua certified or
licensed by a government entity (e.g., notary) as being authorized to
confirm identities has for the purposes of issuing or authorizing
compared the identity of the individua with two pieces of identification
(certified copies or originds). At least one of these must be government
issued identification containing a photograph (e.g., driver’ s license, non
driver identification, passport); or

A sponsoring government entity or its agent has previoudy established
the identity of an individual using a process that satisfies the above
requirements and there have been no changes in the information
presented.

High * A government entity, its agent, or an appropriate individual certified or
licensed by a government entity (e.g., notary) as being authorized to
confirm identities, in the presence of the individud for the purposes of
authorizing or issuing asignature, compares the identity of the individua
with two pieces of identification (certified copies or originas). At least
one of these must be government identification containing a photograph

(e.g., driver’slicense, non-driver identification, passport).

Along with the above identification requirements, the originating government entity or its

agent must keep arecord of the type and details of identification used and on request make it
available to the state entity receiving the signed record for that signed record to be accepted at
the purported trust level.

Signer Linkageto Signature

Signer linkage to signature refers to the policy, process and procedures establishing alink
between the Sgner and the information and method used to sign. This linkage has two
dimensons.

1. Thefirg dimension isthe way by which the unique Sgnature characteristics are linked to
the sgner. Thislinkage can be achieved through one thing or by a combination of things
only theindividud:

Knows (a secret -- eg., apassword, Persona Identification Number (PIN), or
cryptographic key);
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Possesses (atoken -- e.g., an ATM card or asmart card); or

I's (abiometric -- e.g., characteristics such as a voice pattern, handwriting dynamics,
retinal scan or afingerprint).

2. Thesecond dimensonistrugt leve. Trust levd is closdly rdated to the specific Signing
method (e.g., shared secrets, biometric, cryptographic keys).

The leve of trust of an eectronicaly sgned record isin part afunction of how convinced
the recelving government is that the information used to Sgn has remained in the sole
possession of theindividud authorized to useit. In developing the levels of trust for this
component of the palicy it is assumed that there will be multiple ways to meet the
requirements of each level and that multiple methods could theoreticaly meet the
requirements of the same levd.

The methods for linking Sgnersto sgning information or eectronic Sgnatures for each
level of trust are displayed in the table below.®

Basc - Two shared secrets (e.g., pin, password) where agovernmenta body has
assigned at least one secret and the signer has been provided with and
has conformed to appropriate security standards as far as protecting the
shared secrets.

A shared secret and a private cryptographic key or biometric information

in which the cryptographic key cannot be accessed without the shared

secret. “Private’ in this sense meansin the sole possession of the Sgner.

Medium |-  Three shared secrets in which one has been assigned by a governmenta

body and one condsts of private information that only the sgner would

know (e.g., income tax information), and the third could be salected by
the signer.

A shared secret and a private cryptographic key or biometric stored in a

Secure software token on a secure computey.

High * A shared secret and a cryptographic key or biometric stored on a
hardware token where the key or biometric cannot be accessed without
the shared secret and the shared secret is only known by the signed and
the hardware token.

* A biometric where the Sgner needs to be present to sign.

Along with the above identification requirements, the originating government entity or its
agent must keep arecord of the methods and agpproaches used to link a Sgner to Sgnature
information.

4.4.3 Signaturelinkageto thelntegrity of the Record

This element of trust has two components.

® The Policy Authority reserves the right to establish a higher standard for any particular signing process than is

established here.
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1. Andectronic Sgnature must be linked to the record to which it is affixed or associated. E
sgnatures can be linked to an e-record in many different ways. The e-Sgnature can
become part of the record’ s data structure or imbedded as a data object within the
document. The e-signature can aso be stored in a different location but logicaly linked to
the e-record. However, agovernment agency must manage the e-record and electronic
sgnature as a unit and ensure that the link between them is maintained for the record's
legd minimum retention period.

2. There must be some method to ensure that the signature is linked to the record content that
the signer intended to Sign in such amanner that any change to the record since the record
was sgned is detectable and invalidates the Signature.

Thissgnature linkage to the integrity of the record can be achieved by the system that
callectively manages the e-record and the associated signature. In such acase, trust isa
function of the system’ s trustworthiness and its controls to ensure that arecord or Sgnature
has not been tampered with or modified and the system’s ability to detect that such has
occurred. However, transferring agencies aso need to use a transmission method to ensure
that the integrity of the dectronicaly sgned record is not compromised. Linkage can dso
be crested using technologies in which the signature and record exist as a unified object in
which validation of the sgnature itsalf provides assurances thet the record and signature
have not been tampered with or modified. Technologies that use cryptography and hashing
techniques can achieve this outcome.

The methods for linking an dectronic signature to the integrity of the record for each leve of
trust are displayed in the table below.®

Basc . Sdf-cetification that the system used to capture and manage the
eectronically sgned record reasonably ensures, through complying with
generdly accepted principles and practices for securing information
technology systems, the integrity of the record, and the integrity of the
sgnature and record link.” Transferring agencies have mutually agreed to
a secure method for: transferring the dectronically signed record,
ascertaining the integrity of the record, and ascertaining the integrity of
the signature and record link.

Medium |- Anoutsde entity or auditor has certified that the system used to capture
and manage the eectronicaly signed record reasonably ensures, through
compliance with generdly accepted principles and practices for securing
information technology systems, the integrity of the record, and the
integrity of the Sgnature and record link. Transferring agencies have
mutudly agreed to: a secure method for transferring the eectronicaly
Sgned record, ascertaining the integrity of the record, and ascertaining the
integrity of the signature and record link.

Sdf-certification that system used to capture and manage the

® The Policy Authority reserves the right to establish a higher standard for any particular signing process than is
established here.

" NIST sP 800-14Generally Accepted Principles and Practices for Securing Information Technology Systems
will serve asageneral guideline for generally accepted system security practices.
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eectronically sgned record reasonably ensures, through complying with
generdly accepted principles and practices for securing information
technology systems, the integrity of the record, and the integrity of the
sgnature and record link Transferring agencies have mutually agreed to
secure methods for ascertaining the integrity of the record and the
integrity of the sgnature and record link. Transferring agenciesuse a
secure network or secure cryptographic method (e.g., secure socket layer
(SSL) or VPN to transfer the electronic signed record.

High - Anoutside entity or auditor has certified that the system used to capture
and manage dectronicaly sgned record reasonably ensures, through
compliance with generaly accepted principles and practices for securing
information technology systems, the integrity of the record, and the
integrity of the sgnature and record link. Transferring agencies have
mutually agreed to: a secure method for transferring the eectronically
sgned record and  secure methods for ascertaining the integrity of the
record and the integrity of the signature and record link. Transferring
agencies use a secure network or secure cryptographic methods (e.g.,
secure socket layer (SSL) or VPN to transfer the electronic signed record.

e Sdf-catification that the system used to capture and manage the
eectronicaly sgned record reasonably ensures, through complying with
generaly accepted principles and practices for securing information
technology systems, the integyrity of the record, and the integrity of the
sgnature and record link. Transferring agencies have mutualy agreed to a
secure method for trandferring the eectronicaly signed record and to the
use of a cryptographic method with hashing techniques to ensure record
integrity and the link between the record and the signature (e.g., PK1).

The ESl dectronic sgnature leve (Basic, Medium, High) is determined from this matrix of
trust levels. The Certificate assigned should support the highest trust level required among the
categories: Signer Identification, Signer Linkage to Signature, Signature Linkage to the
Integrity of the Record. The Policy Authority reserves the right to establish a higher slandard
for any particular signing process than is established here.

5 Operational Requirements

5.1 Certificate Application
An applicant for a Certificate shdl complete a certificate gpplication in aform prescribed by
the CA and enter into a subscriber agreement with the CA. All applications are subject to
review, gpproval and acceptance by CA. The certificate application process may be initiated
by the following persons

Potential Subscriber Authorized Initiator

Individua (uneffiliated) Potentia subscriber only

Individud &ffiliated with a sponsor Potentid subscriber or duly
authorized representative of
sponsor

Organization Duly authorized
representative of the
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subscribing organization
(who shdl beindividudly
responsible for the certificate.)

5.1.1 Application for across-certificate
The PA will identify the necessary procedures to apply for a cross-certificate.

An application for a cross-certificate does not oblige the PA to authorize a cross-certificate.
The PA dhdl review any CA’srequest for cross-certification and approve or deny any such
request according to established procedures.

A CA requesting cross-certification through the topCA will include with the application:
- its Certificate Policy;
- an externd audit ingpection report vaidating the assurance leve sated in the CP,
- the public verification key generated by the CA.

5.2 Certificate I ssuance
Upon successful completion of the subscriber identification and authentication processin
accordance with this Policy, and complete and fina approva of the certificate gpplication, the
CA sndl issue the requested Certificate, notify the gpplicant thereof, and make the Certificate
available to the applicant pursuant to a procedure whereby the certificate isinitialy ddivered
to, or available for pickup by, the Subscriber only. A CA will not issue a Certificate without
the consent of the applicant and, if applicable, the gpplicant's sponsor.

5.3 Certificate Acceptance
The CA shdl contractudly require that the Subscriber expresdy indicate acceptance or
rglection of the Certificate following its issuance, in accordance with procedures established
by the CA and specified in the CPS.

There will be ashort time period when the Subscriber must act to accept, once the time has

expired, the Certificate will be revoked and the Subscriber will have to begin anew
goplication.

5.4 Certificate Revocation

5.4.1 CircumstancesFor Revocation

54.1.1 Permissive Revocation
A Subscriber may request revocation of their individua Certificate at any time for any reason.

A sponsoring organization may, where applicable, request revocation of an &ffiliated
individua Certificate at any time for any reason.

The issuing CA may aso revoke a Certificate upon failure of the Subscriber (or any
gponsoring organization, where gpplicable) to meet its obligations under this Certificate
Policy, the applicable CPS, or any other agreement, regulation, or law applicable to the
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Certificate that may be in force. This indludes revoking a Certificate when a suspected or
known compromise of the private key has occurred.

The PA may, at its discretion, revoke a cross- certificate when a CA falsto comply with
obligations set out in this CP, any agreement or any gpplicable law.

5.4.1.2 Required Revocation

54.2

A Subscriber, or a ponsoring organization (where gpplicable) shal promptly request
revoceation of a Certificate:
whenever any of the information on the Certificate changes or becomes obsolete
whenever the private key, or the media holding the private key, associated with the
certificate is known or suspected of being compromised
whenever an afiliated individud is no longer &ffiliated with the sponsor

Theissuing CA shdl revoke a Certificate:
upon request of the Subscriber or sponsoring organization
upon failure of the Subscriber (or the sponsoring organi zation, where gpplicable) to
meet its materia obligations under this Certificate Policy, any applicable CPS, or any
other agreement, regulation, or law applicable to the certificate that may bein force.
if knowledge or reasonable suspicion of compromise is obtained
if the CA determines that the certificate was not properly issued in accordance with
this Policy and/or any applicable CPS

Where a CA is cross-certified with the topCA, the topCA must revoke a cross-certificate:
- when any of theinformation in the Certificate changes,
- upon suspected or known compromise of the private key;
- upon suspected or known compromise of the media holding the private key.

In the event that the CA ceases operations, al Certificates issued by the CA shall be revoked
prior to the date that the CA ceases operations.

Procedure For Revocation Request

A certificate revocation request should be promptly communicated to the issuing CA, either
directly or through an RA. A certificate revocation request may be communicated
eectronicdly if it isdigitaly sgned with the private key of the subscriber, or the sponsoring
organization (where goplicable). Alternatively the Subscriber, or sponsoring organization
(where applicable), may request revocation by contacting the CA or an authorized RA in
person and providing adequate proof of identification in accordance with this Policy.

A revocation request that is submitted dectronicaly may be authenticated on the basis of a
digital sgnature using the old key pair. The identity of a person submitting arevocation
request in any other manner shal be authenticated. Revocation requests authenticated on the
bass of the old (compromised) key pair shal adways be accepted as valid. Other revocation
request authentication mechanisms may be used as well. These authentication mechanisms
must balance the need to prevent unauthorized revocation requests against the need to quickly
revoke Certificates.

Requests for revocation of Certificates will be logged.
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5.4.2.1 Repository/CRL Update

54.3

54.4

5.4.5

5.4.6

5.4.7

54.8

Promptly following revocation of a Certificate, the CRL or certificate Satus database in the
Repository, as applicable, shdl be updated. All revocation requests and the resulting actions
taken by the CA shdl be archived.

Promptly following revocation of a cross-certificate, the revocation will be published in the
ARL of the Issuing CA.

Revocation Request Grace Period
Requests for revocation shall be processed within twenty four hours of receipt by the CA.

Certificate Suspension
Certificate sugpension is not alowed.

CRL Issuance Frequency
When CRLs are used, an up-to-date CRL shdl beissued at least every three hours.

The updated CRL must be issued immediately when a Certificate is revoked due to key
compromise.

The CA will synchronize any CRL issuance with any State directory services thet relies on the
CA’s certificates to determine access to State resources.

CRL checking requirements

A Rdying Party must check the status of al certificates in the certificate vaidation chain
againg the current CRLs and ARL s prior to their use. A Relying Party must dso verify the
authenticity and integrity of CRLsand ARLS.

On-Line Revocation/Status Checking Availability

Whenever an on-line certificate status database is used as an dternative to aCRL, such
database shdl be updated and checked according to the same requirements as defined for a
CRL.

Special requirementsrekey compromise
A CA must immediately notify al CAsto whom it hasissued cross- certificates and the PA
after the compromise or suspected compromise of its signing key.

Any other Entity must notify the issuing CA immediately in the event of the compromise or
suspected compromise of its signing key.

A CA mug ensure that provisons outlining the meansit will use to provide notice of
compromise or suspected compromise are in its CPS or a publicly available document and
appropriate agreements.
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5.5

5.6

5.6.1

5.6.2

5.6.3

5.6.4

5.6.5

5.6.6

5.7

Computer Security Audit Procedures

All sgnificant security events on the CA system should be automatically recorded in audit trail
files. The audit log shall be processed at least once aweek. Such files shal be retained for a
least Six (6) months ongite, and thereafter shal be securely archived according to the PA’s
record retention schedule,

Records Archival

Types Of Records Archived
The following data and files must be archived by or on behdf of the CA:

All computer security audit data

All certificate gpplication data

All certificates, and dl CRLs or certificate status records generated

Key histories

All correspondence between the CA and RAs, CMASs, RSPs, and/or subscribers.
The CA isresponsble for the satisfactory archiving of this materid.

Retention Period For Archive
Archive of the key and certificate information must be retained for at least 30 years. Archives
of the audit trail log files must be retained for at least Sx (6) months.

Any signed document may also have public records retention requirements that must also be
met.

Protection Of Archive

The archive mediamust be protected either by physica security aone, or acombination of
physica security and cryptographic protection. This protection must meet or exceed State of
Arizonaand Agency dectronic records retention requirements for such materid.

Archive Backup Procedures

Adeguate backup procedures must be in place so that in the event of the loss or destruction of
the primary archives, a complete set of backup copieswill be readily available within a short
period of time.

Archive Collection System (Internal Or External)
No stipulation.

Procedures To Obtain And Verify Archive Information
During the compliance audit required by this Policy, the auditor shall verify the integrity of the
archives.

Key Changover
No dipulation.
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5.8 Compromise And Disaster Recovery

5.8.1 Disaster Recovery Plan
The CA must have in place an appropriate disaster recovery and business resumption plan.
The plan must set up and render operationd afacility located in a geographic diverse area that
is capable of providing CA Services in accordance with this Policy within forty eight (48)
hours of an unanticipated emergency. Such plan shdl include a complete and periodic test of
readiness for such facility. Such plan shal be referenced within the CPS or other appropriate
documentation and readily available to Qudified Relying Parties for ingpection.

5.8.2 Key CompromisePlan
The CA must have in place an appropriate key compromise plan that addresses the procedures
that will be followed in the event of a compromise of the private signing key used by the CA
to issue Certificates, or used by any higher level CA. Such plan shdl include procedures for
revoking al affected Certificates and promptly notifying dl Subscribers and dl Qualified
Reying Paties.

5.9 CA Termination
In the event that the CA ceases operation, al Subscribers, sponsoring organizations, RAS,
CMAs, RSPs, and Qudified Relying Parties will be promptly notified of the termination. In
addition, al CAswith which cross-certification agreements are current & the time of cessation
will be promptly informed of the termination. All certificates issued by the CA that reference
this Policy will be revoked no later than the time of termination. All current and archived CA
identity proofing, certificate, validation, revocation/suspenson, renewd, policy and practices,
billing, and audit data shdl be transferred to the PA (or designate) within 24 hours of CA
cessation and in accordance with this Policy. Trandferred data shdl not include any non-AESI
data. No key recovery enabled repository datawill be comingled with this data.

6 Physical, Procedural And Personnel Security
6.1 Physcal Controls

6.1.1 Physical Security -- Access Controls
The CA, and dl RAs, CMAs and RSPs, shdl implement appropriate physical security controls
to restrict access to the hardware and software (including the server, workstations, and any
externd cryptographic hardware modules or tokens) used in connection with providing CA
Services. Accessto such hardware and software shall be limited to those personnel performing
in a Trusted Role as described in Section on Procedura Controls (6.3.1). Access shdl be
controlled through the use of: eectronic access controls, mechanica combination locksets, or
deadbolts. Such access controls must be manually or eectronically monitored for unauthorized
intruson & dl times.

6.2 Procedural Controls
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6.2.1

6.2.2

Trusted Roles

All employees, contractors, and consultants of CA (collectively "personnd™) that have access
to or control over cryptographic operations that may materidly affect the CA'sissuance, use,
suspension, or revocation of certificates, including access to restricted operations of the CA's
repository, shal, for purposes of this Policy, be considered as serving in atrusted role. Such
personnd include, but are not limited to, system adminigtration personnel, operators,
engineering personnel, and executives who are designated to oversee the CA's operations.

Multiple Roles (Number Of Persons Required Per Task)

To ensure that one person acting done cannot circumvent safeguards, respongibilities at a CA
server should be shared by multiple roles and individuals. Each account on the CA server shall
have limited capabilities commensurate with the role of the account holder.

6.3 Personal Security Controls

6.3.1

6.3.2

6.3.3

6.3.4

Background And Qualifications

CAs, RAs, CMAS, and RSPs shdl formulate and follow personne and management policies
sufficient to provide reasonable assurance of the trustworthiness and competence of their
employees and of the satisfactory performance of their duties in manner consistent with this
Palicy.

Background Investigation

CAs shdl conduct an appropriate investigation of al personnd who servein trusted roles
(prior to their employment and periodicaly theresfter as necessary), to verify ther
trustworthiness and competence in accordance with the requirements of this Policy and CA’s
personnd practices or equivaent. All personnd who fail aninitid or periodic investigetion
ghall not serve or continue to serve in atrusted role.

Training Requirements
All CA, RA, CMA, and RSP persornd must receive proper training in order to perform their
duties, and update briefings thereafter as necessary to remain current.

Documentation Supplied To Personnd

All CA, RA, CMA, and RSP personnd must receive and read comprehensive user manuals
detailing the procedures for certificate creation, update, renewa, suspension, and revocetion,
and software functiondlity.

7 Technical Security Controls

7.1 Key Pair Generation And Installation

711

Key Pair Generation

Key pairsfor CAs, CMASs, RAs, RSPs, and subscribers must be generated in such away that
the private key is not known by other than the authorized user of the key pair. Acceptable
ways of accomplishing thisinclude:
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Having dl users (CAs, CMASs, RAS, RSPs, and subscribers) generate their own keys
on atrustworthy system, and not reved the private keys to anyone else
Having keys generated in hardware tokens from which the private key cannot be
extracted.
CA, RA, and CMA keys must be generated in hardware tokens. Key pairs for RSPs, and end-
entities can be generated in ether hardware or software.

7.1.2 PrivateKey Délivery To Entity
See Section on Physical Security - Access Controls (6.1.1).

7.1.3 Subscriber Public Key Delivery To CA
The Subscriber’s public key must be transferred to the RA or CA in away that ensures that:
it has not been changed during trangt;
the sender possesses the private key that corresponds to the transferred public key; and
the sender of the public key is the legitimate user clamed in the certificate gpplication.

7.1.4 CA PublicKey Delivery To Users
The public key of the CA signing key pair may be delivered to subscribersin an ontline
transaction in accordance with IETF PKIX Part 3, or via another gppropriate mechanism.

7.15 Key Sizes
Minimum key length for other then dliptic curve based dgorithmsis 1024 bits.
Minimum key length for dliptic curve group dgorithmsis 170 bits (M.JWiener,
"Performance Comparison of Public-Key Cryptosystems’, RSA CryptoBytes, Volume 4,
Number 1, Summer 1998).

Acceptable dgorithms for public key cryptography gpplications include:

RSA (Rivedt, Shamir, Adedman) -- digitdl Sgnature and information security
ElGamd -- digitd sgnature and information security
Diffie* Hdlman -- digitd sgnature and information security
DSA /DSS (Digitd Signeture Algorithm) - digital Sgnature applications

7.2 CA Private Key Protection
The CA (and the RA, CMA, and RSP) shdl each protect its private key(s) in accordance with
the provisions of this Policy.

7.2.1 StandardsFor Cryptographic Module
No dipulation.

7.2.2 Private Key (N-M) Multi-Person Control
No dtipulation.

7.2.3 PrivateKey Escrow
CA dgning private keys shdl not be escrowed.

7.24 Private Key Backup

An entity may optionaly back up its own privete key.
7.25 Private Key Archival

An entity may optiondly archive its own private key.

7.2.6 PrivateKey Entry Into Cryptographic Module
No dipulation.
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1.2.7

7.2.8

7.2.9

Method Of Activating Private Key
No dtipulation.

Method Of Deactivating Private Key
No dipulation.

Method Of Destroying Private Key
Upon expiration or revocation of a certificate, or other termination of use of a private key for
creating Sgnatures, dl copies of the private key shdl be securely destroyed.

7.3 Other Aspects Of Key Pair Management

731

7.3.2

7.3.3

Public Key Archival
Theissuing CA mug retain dl verification public keys.

Key Replacement
CA key pairs must be replaced at least every two (2) years. RA and subscriber key pairs must
be replaced not less than every two (2) years and a new certificate issued

Restrictions On CA's Private Key Use
The CA'ssigning key usad for issuing certificates that conform to this Policy shall be used
only for sgning certificates and, optiondly, CRLs.

A private key used by an RA or RSP for purposes associated with its RA or RSP function shall
not be used for any other purpose without the express permission of the CA.

A private key held by aCMA and used for purposes of manufacturing certificates for the CA
is consdered the CA’ssgning key, is held by the CMA asafiduciary for the CA, and shdll
not be used for any reason without the express permission of the CA. Any other private key
used by a CMA for purposes associated with its CMA function shdl not be used for any other
purpose without the express permission of the CA.

7.4 Activation Data

No dipulation.

7.5 Computer Security Controls

All CA sarvers mugt include the following functiondity elther provided by the operating
system, or through a combination of operating system, PK1 gpplication, and physica
safeguards.

- access control to CA services and ES roles,

- enforced separation of duties for ESl roles;

- identification and authentication of ES roles and associated identities;

- Object re-use or separation for CA random access memory;

- use of cryptography for session communication and database security;

- archival of CA and End-Entity history and audit data;

- audit of security related events;

- self-test of security related CA services;

- trusted path for identification of PKI roles and associated identities;

- recovery mechanisms for keys and the CA system.
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8 Certificate And CRL Profiles

8.1 Certificate Profile
Certificates that reference this Policy shdl contain public keys used for authenticating the
sender of an eectronic message and verifying the integrity of such messages-- i.e,, public
keys used for digitd sgnature verification.

All certificates thet reference this Policy will be issued in the X.509 version 3 format and will
include areference to the OID for this Policy within the gppropriate field. The CPS shdll
identify the certificate extensons supported, and the level of support for those extensions.

8.1.1 Certificate extensions
The PKI End-Entity software will support al the base (non-extension) X.509 fieds:

Version: version of X.509 certificate
Serial Number: unique serial number for certificate
Sgnature: CA signature to authenticate certificate
Issuer: name of CA
ValidityPeriod: activation and expiration date for certificate
Subject: Subscriber’s distinguished name
Subject Public Key Information: algorithm 1D, key

No extenson shal modify or undermine the use of these base fields. Additiondly,
The certificatePolicies field must be set as critical in all AES PKI certificates.
Every DN must be in the form of an X.501 printableString.
A CA must include and mark as critical the policyConstraints extension.
Critical extensions shall be interpreted as defined in PKIX.

8.2 CRL Prdfile
If utilized, CRLswill be issued in the X.509 verson 2 format. The CPS shdl identify the CRL
extensons supported and the level of support for these extensions.

8.2.1 Verson number
The CA mugt issue X.509 CRL s in accordance with the PKIX Certificate and CRL Profile.

8.2.2 CRL and CRL entry extensons
All Entity PKI software must correctly process al CRL extensions identified in the Certificate
and CRL profile. The CPS must define the use of any extensions supported by the CA, its
LRAsand End Entities.

9 Policy Administration

9.1 Policy Change Procedures
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9.1.1 List Of Items
Notice of dl proposed changes to this Policy under congderation by the Policy Authority that
may materidly impact users of this Policy (other than editoria or typographica corrections, or
changes to the contact details) will be provided to Approved CAs, and will be posted on the
World Wide Web site of the Policy Authority. Approved CAs shdl post notice of such
proposed changesin their repositories and shdl advise their subscribers, in writing or by e-
mail, of such proposed changes.

9.1.2 Comment Period
Impacted users may file comments with the Policy Authority within 45 days of origina notice.
If the proposed change is modified as a result of such comments, a new notice of the modified
proposed change shdl be given.

9.2 Publication & Notification Procedures
A copy of this Policy isavailable in dectronic form on the Internet &
http:www.sos.state.az. us/pa and via e-mail from pa@mail.sosaz.com.

Approved CAs shall post copies of this Policy in their repositories.

9.2.1.1 Notification mechanism
The PA will notify, inwriting, dl CAsthat are directly cross-certified with the AESI of any
proposed changes to this certificate policy. The notification must contain a tatement of
proposed changes, the final date for receipt of comments, and the proposed effective date of
change. The PA may request CAsto notify their Subscribers of the proposed changes.

9.2.1.2 Mechanismto handle comments
Written and sgned comments on proposed changes must be directed to the PA. Decisonswith
respect to the proposed changes are at the sole discretion of the PA.

9.2.2 Itemswhose changerequiresa new policy
If apolicy change is determined by the PA to warrant the issuance of a new policy, the PA
may assign anew Object Identifier (OID) for the modified policy.

9.3 CPSapproval procedures
A CA’saccreditation into the AESI PKI must be in accordance with procedures specified by
the PA.

Where a CPS contains information relevant to the security of aCA, al or part of the CPS need
not be made publicly available.
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